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I Frame Format Description

1. Data Format Description
The article refers to the link frame format frame format for communication between OBD device and server, all digital communication frame appears (except 10 hexadecimal byte sequence outside) in the form of hexadecimal numbers are represented and processing, data byte length of a fixed length.

2．Frame Format
This frame format is the format of the data packet protocol documentation for all data use. Each frame consists of eight parts, namely: frame head, frame number, terminal number, frame type, data length, valid data segment, checkout, frame end. The total length of the data is (20 + N) Byte.

	Field
	Byte Order
	Description

	 Frame head
	00-01
	 Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	Each frame number, within a certain time frame is a string uniquely determined. The data range: 0x0000 ~ 0xFFFF.

	 Terminal number
	04-18
	Device number is the IMEI number of the module, a total of 15 bytes

E.g: 864867022511015

	Frame type
	19
	Determine the data type of the frame, refer to (frame type definitions)

	Data length
	20-21
	Indicate the effective length of the data segment, the maximum not more than 1072 bytes.

	Valid data segment
	22-(23+N-1)
	Valid data, it will be specifically defined later

	Checkout
	24+N
	XOR checksum

	Frame end
	(25+N)-(26+N)
	Frame end, 0xAAAA fixed character, 2 bytes.


Description:

Byte order indicates the specific location of each field in the frame, while the share of that field byte length byte order according to the provisions of the first byte of each frame sequence starting from 0, and the decimal representation as : "frame type" field byte order is 19, then this field accounted for 1 byte, 19 bytes in the first position of the entire frame, "data length" field byte order of 20-21, then the data length account 20, 21 bytes of the frame, field length 2 bytes.

Frame head and frame end both are fixed values, represented by fixed bytes.

Terminal equipment to determine whether a device is the only identification, but also for the fixed field.

Frame type distinguishes the data type of each frame.

Data length refers to the total length in bytes of valid data segment.

Valid data segment is the main data portion of the frame, the frame is a data carrier, is defined by the specific frame type.

Checkout uses XOR checkout, parity bytes starting from the beginning of the frame number, the frame head does not participate checkout. When the server receives the data, it is determined whether a fixed header byte-oriented protocol definition, except it should be directly rejected, and then do the other related judgments.

A complete example of data frame: 

5555        0012      584811151009000001  01        0100      010203….      FC    AAAA
Frame head  Frame number Terminal number Frame type Data length  Valid data  XOR checkout Frame end

3．Frame Type Definition
Frame type field will distinguish different data frame, the data frame can be divided into a number of different frame types, if the frame type is still another classification, it will be embodied in the valid data segment.

	Frame Type Name
	Frame Type Number
	Description

	MSG_TYPE_Reserved0
	0x00
	Reserved

	MSG_TYPE_CONNECT
	0x01
	Client request to connect to Server

Equipment required to establish a session with the server, sending CONNECT message and bring the corresponding parameters, the server made as to whether the judgment establishes a session after the receipt of the request

	MSG_TYPE_CONNACK
	0x02
	Connect Acknowledgment

After the device sends CONNECT  message waiting for the server agree to establish a session by replying to CONNACK message to equipment。

	MSG_TYPE_PUBLISH
	0x03
	Publish message

After the successful establishment of the session the parties can take the initiative to send each other messages, service messages are loaded through PUBLISH packet

	MSG_TYPE_PUBACK
	0x04
	Publish Acknowledgment

Both sides reverts PUBLISH packet data

	MSG_TYPE_Reserved5-11
	0x05...0x0B
	Reserved

	MSG_TYPE_PINGREQ
	0x0C
	PING Request

Heartbeat messages are loaded by related packages 

	MSG_TYPE_PINGRESP
	0x0D
	PING Response

Response the related data of PING packet

	MSG_TYPE_DISCONNECT
	0x0E
	Client is Disconnecting

Disconnection of the session is reached by DISCONNECT message

	MSG_TYPE_Reserved15
	0x0F
	Reserved


4．Data Frame Encryption
To protect the security of the data, this document provides for data encryption. This document is all encrypted data only partially encrypted, the tail part of the frame header without encryption, use the original transmission. Currently data is consistent with the length of the plaintext encryption system uses encrypted. Other ways of encryption will continue to be added. 

Special note: When the session is established all data not encrypted.

5．Event ID Definition

	Frame Type Name
	Event ID
	Remark

	Time Message
	0x01
	

	Heartbeat Message
	0x02
	

	Journey Start
	0x03
	

	Journey End
	0x04
	

	Acceleration Threshold Exceeded
	0x05
	

	Deceleration Threshold Exceeded
	0x06
	

	Crash Event
	0x07
	

	Crash Logs Submitted
	0x08
	

	Idle Start Event
	0x09
	

	Idle Timed Event
	0x0A
	

	Idle End Event
	0x0B
	

	Tow Start Event
	0x0C
	

	Tow Timed Event
	0x0D
	

	Tow End Event
	0x0E
	

	“Power Restore” Event
	0x0F
	


6. GPS Data Definition 

GPS coordinates of the points including latitude and longitude, altitude and heading and the like. The agreement document with a packet of GPS data definitions 16 bytes.

Wherein the range of 0-180 degrees longitude, with a 25-bit unsigned numbers indicated accuracy: 0.00001, 0.00001 when the reported value is divided by longitude, reported to the server. Servers need to resolve the reported data is multiplied by 0.00001 to get the actual longitude values, as reported value of 11,412,345, the value of longitude: 114.12345. Longitude something longitude points.

Latitude range of 0-90 degrees, with a 24-bit unsigned numbers indicated accuracy: 0.00001, 0.00001 when the reported value is divided by the latitude, reported to the server, the server needs to resolve the reported data is multiplied by 0.00001 to get the actual latitude value, as reported value 2,212,345, the actual value of latitude: 22.12345. The latitude of north and south latitude points.

Height with a 15-bit unsigned number representation for analytical convenience, offset Value: -10 000, effective in the range of -10000-10000 (m). As reported value 0x27FA (10234), its actual height is 10234 + (- 10000) = 234m.

GPS speed with a 14-bit unsigned number indicated accuracy: 0.1, when reporting GPS speed multiplied by 10 and divided by 10 obtaining the required server when parsing the actual value. Units MPH.

Heading value 0-360 degrees, with a 10-bit unsigned number representation.

Number of satellite positioning no more than 12, with 4-bite unsigned number.

Specifically bit byte sequence is defined as follows:

	Byte Order
	00-03
	04

	Bit Field
	31~0
	7
	6
	5
	4
	3~0

	Field
	Positioning time
	Position Location

0: GPS

1: GSM
	Data Validation

0: real time

1: last time
	East west longitude

0: East longitude

1: west longitude
	South and north latitude

0: South latitude 

1: north latitude
	Number of Positioning Satellite


	Byte Order
	05
	06
	07-09
	10-12
	13
	14
	15

	Bit Field
	7~0
	7~1
	0
	23~0
	23~0
	7~0
	7~4
	3~2
	1~0
	7~0

	Field
	 Altitude values
	Longitude values
	Latitude
	GPS speed
	Course


For example：the GPS data: 0x55AABBCC184F1ABC614E21C1FA08712A
Interpreted as follows:     

Positioning time 2015-7-19 04:49:16. Longitude: 123.45678, Latitude: 22.12345，Altitude :125m, Real-time positioning, East longitude, North latitude, GPS speed is 54.0MPH, Course is 298.
7. OBD Protocol Definition

OBD Protocol Definition refers and adds to the definition in < Device Requirements>.
	ID
	Protocol Name

	0
	UNKNOWN

	1
	J1850VPW

	2
	J1850PWM

	3
	KLINE ISO9141-2

	5
	KWP2000 ISO14230

	6
	CAN ISO15765 250KHZ 11BIT

	7
	CAN ISO15765 250KHZ 29BIT

	8
	CAN ISO15765 500KHZ 11BIT

	9
	CAN ISO15765 500KHZ 29BIT


II Session Establishment and Disconnection
When session between the server and the device starts, first authenticate devices to the server request MSG_TYPE_CONNECT frame, according to the relevant parameter information of MSG_TYPE_CONNECT frame , it can be determined whether to allow the device to establish a session and return to the device MSG_TYPE_CONNACK frame. After the session is established with the server before requesting MSG_TYPE_PUBLISH frame and MSG_TYPE_PINGREQ frame.

When the device ends the session with the server, you need to request to disconnect the server, request frame type MSG_TYPE_DISCONNECT.

1．Request to establish a session
MSG_TYPE_CONNECT frame is authentication frame，This frame includes information about the device, such as device number, data storage and other related parameters. 

MSG_TYPE_CONNECT frame data definition：

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame Number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal Number
	04-18
	
	See the definition of the terminal number

	Data Type
	19
	0x01
	Login authentication type

	Data length
	20-21
	0x0009
	Valid data length is 9 bytes

	Valid data of Data frame 
	Protocol Version
	22
	0x01
	To distinguish between different communication protocols and follow-up set. The current version is 0x01

	
	Frame to be reported
	23-24
	0x0011
	There are 17 waiting to report, the purpose is to allow the server to select whether to immediately establish a link

	
	The current version number of the device
	25-28
	0x02340201
	Device version, including hardware and software version number of the version number in the format: Hardware version (2 bytes) + Software version (2 bytes)

	
	Database Version
	29-30
	0x0201
	The current database version number of the device

	Checkout
	31
	0xAB
	From the start frame number XOR checksum.

	Frame end
	32-33
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


After receiving the device request MSGTYPE CONNECT frame, according to the data server to determine whether the relevant part of the session is established, and respond MSG_TYPE_CONNACK frame. The server returns data include encryption, secret key, and other related information.
MSG_TYPE_CONNACK frame definition：

	Field 
	Byte Order
	Example
	Description

	 Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	 Terminal number
	04-18
	
	See the definition of the terminal number

	Data type
	19
	0x02
	Login authentication type

	Data length
	20-21
	0x0007
	Valid data length is 7 bytes

	Valid data of Data frame 
	Whether to allow the establishment of a session
	22
	0x01
	0x00- prohibit the establishment of the session connection

0x01- allowed to establish a session connection

	
	Mode of encryption
	23-24
	0x0001
	There may be a variety of encryption methods, it is defined as:

0x0000- not encrypted

0x0001- mode 1

	
	Key
	25-28
	0x12345678
	Determined by the encryption key, encryption is 0x00, ignore this section.

The encryption method is 1:00, then the words of a paragraph unsigned integer.

When encryption is zero, this field can be omitted

	Checkout
	29
	0xAB
	XOR checksum starts from frame number.

	Frame end
	30-31
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


2. Request to disconnect session
After the device and the server session is completed, the device active requests to the server (or servers requesting device) session ends MSG_TYPE_DISCONNECT.
MSG_TYPE_DISCONNECT frame：

	Field 
	Byte Order
	Example
	Description

	 Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	 Terminal number
	04-18
	
	See the definition of the terminal number

	Data type
	19
	0x0D
	Login authentication type

	Data length
	20-21
	0x0000
	Valid data length is 1 bytes

	Frame end
	22-23
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


III Business News

After the device and server to establish the link, the two sides can take the initiative to send each other messages, service messages through PUBLISH packet bearer. Type of message sends to the server include: reporting type (e.g.: driving behavior, GPS data, vehicle data, etc.), request type (such as: time synchronization, file download). At the same time the server can take the initiative under the message: such as: requesting device upgrade, setting parameters, the query log data.

Business news can be divided into two categories: device reporting, device and server requests.

Data reporting, generally only ask for replies to confirm. Request type generally require a data frame corresponding to the frame data of respond with valid data.

Device reported a general frame format.

MSG_TYPE_PUBLISH frame common format.：

	Field 
	Byte Order
	Example
	Description

	 Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	 Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0002
	Valid data length is the actual length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0x01
	Master data type, data type classification, such as driving data, GPS data please see the data type (DATA_TYPE_MAJOR)

	
	DATA_TYPE_MINOR
	23
	0x00
	Secondary data types, such as driving behavior data is divided into summary and alarm data.

See all the main types of secondary data data type classification.

	
	Related valid data
	24-N
	
	Data section, see later detailed description

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Acknowledgment frame server replies equipment reported MSG_TYPE_PUBLISH frame is MSG_TYPE_PUBACK frame.

MSG_TYPE_PUBACK acknowledge frame a common format: denoted COMM_MSG_TYPE_PUBACK (reply to the confirmation class PUBLISH common frame)

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	MSG_TYPE_PUBACK type

	Data length
	20-21
	0x0002
	Valid data length is 2 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0x01
	Consistent with DATA_TYPE MAJOR of the reported MSG_TYPE_PUBLISH frame

	
	DATA_TYPE_MINOR
	23
	0x00
	Consistent with DATA_TYPE_MINOR  of the reported MSG_TYPE_PUBLISH frame

	Checkout
	24
	0xAB
	XOR checksum starts from frame number.

	Frame end
	25-26
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


DATA_TYPE_MAJOR definition as follows:

	Number of DATA_TYPE_MAJOR
	Description

	0x00
	Reporting travel data. Including: the car, turn off, the summary data

	0x01
	Reporting driving behavior data. They include: rapid acceleration, sudden decrease, sharp turns, excessive idling, fatigue driving, speeding

	0x02
	Reporting GPS data

	0x03
	Reporting vehicle data. Including: VIN, data stream

	0x04
	Reporting terminal device information data. Including: IMSI, equipment failure, sleep, wake, not a long time positioning.

	0x05
	Vehicle safety data submitted. Including: DTCs, low voltage, vibration after flameout, low temperature high speed, trailer, suspected collision, suspected rollover 

	0x06-0xEF
	Reserved 

	0xF0
	Device requests the server data

	0xF1
	Server requests device data


1. Journey Data
Journey data refers to information about the journey begins and ends.

DATA_TYPE_MINOR definition as follows:

	Number of DATA_TYPE_MINOR
	Description

	0x01
	Journey Start

	0x02
	Journey End


1.1 Journey Start

Journey Start MSG_TYPE_PUBLISH frame: device-->server, The server response COMM_MSG_TYPE_PUBACK frame

	Field 
	Byte Order
	Example
	Description

	 Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	 Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is the actual length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0x00
	Journey data 

	
	DATA_TYPE_MINOR
	23
	0x01
	Ignition 

	
	Event ID
	24
	0x03
	Journey start

	
	GPS DATA
	25-40
	
	See GPS data definition

	
	Battery Voltage
	41
	0x84
	Reported value = true value / 10, it means Voltage = 0x84 / 10 = 13.2V

	Checkout
	42
	0xAB
	XOR checksum starts from frame number.

	Frame end
	43-44
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


1.2 Journey End

Journey End MSG_TYPE_PUBLISH frame: device-->server, The server response COMM_MSG_TYPE_PUBACKframe
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is the actual length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0x00
	Journey data 

	
	DATA_TYPE_MINOR
	23
	0x02
	Flameout

	
	Event ID
	24
	0x04
	Journey End Event ID

	
	GPS DATA
	25-40
	
	See GPS data definition

	
	Battery Voltage
	41
	0x84
	Reported value = true value / 10, it means Voltage = 0x84 / 10 = 13.2V

	
	Journey Duration
	42-45
	
	Unit: second
true value=Data[42]*0x1000000+Data[43]*0x10000+Data[44]*0x100+Data[45];

	
	Journey Distance
	46-48
	
	Unit: meter
 true value=Data[46]*0x10000+Data[47]*0x100+Data[48];

	
	RPM Over Threshold
	49-52
	
	Unit: second
 true value=Data[49]*0x1000000+Data[50]*0x10000+Data[51]*0x100+Data[52];

	
	Max RPM Value
	53-54
	
	Unit:RPM

 true value= Data[53]*0x100+Data[54];

	Checkout
	55
	0xAB
	XOR checksum starts from frame number.

	Frame end
	56-57
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


2.Driving Behavior Data

Driving behavior data refers to the process of moving data calculable related behavior, such as rapid acceleration, sudden deceleration, etc. according to OBD data stream and G-Sensor correlation value.

Driving behavior data type minor（DATA_TYPE_MINOR) definition as follows:
	Number of Driving behavior DATA_TYPE_MINOR
	Description 

	0x00
	Rapid acceleration

	0x01
	Rapid deceleration

	0x02
	Sharp turn

	0x03
	Idle is too long

	0x04
	Fatigue driving

	0x05
	Over speed


2.1 Rapid acceleration/Acceleration Threshold Exceeded

Rapid acceleration MSG_TYPE_PUBLISH frame: device-->server. The server response COMM_MSG_TYPE_PUBACK frame
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0009
	Valid data length is 9 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0x01
	Driving behavior data

	
	DATA_TYPE_MINOR
	23
	0x00
	Rapid acceleration

	
	Event ID
	24
	0x05
	Acceleration Threshold Exceeded

	
	GPS DATA
	25-40
	
	See GPS data definition

	
	Battery Voltage
	41
	0x84
	True value =reported value  / 10, it means Voltage = 0x84 / 10 = 13.2V

	
	Maximum Acceleration
	42-43
	
	Unit: cm/s2

True value= Data[42]*0x100+Data[43];

	
	Start Speed of OBD
	44-45
	
	Unit: MPH, true value=(Data[44]*0x100+Data[45])/100; 

When Data[44]*0x100+Data[45] is 0xFFFF, it is invalid value

	
	Accel Duration
	46-49
	
	Unit: ms

True value= Data[46]*0x1000000+Data[47]*0x10000+Data[48]*0x100+Data[49];

	
	Start Speed of GPS
	50-51
	
	Unit: MPH

True value= (Data[50]*0x100+Data[51])/10

	Checkout
	52
	0xAB
	XOR checksum starts from frame number.

	Frame end
	53-54
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


2.2 Rapid Deceleration/Deceleration Threshold Exceeded

Rapid Deceleration MSG_TYPE_PUBLISH frame: device-->server. The server response COMM_MSG_TYPE_PUBACK frame
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, two bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0009
	Valid data length is 9 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0x01
	Driving behavior data

	
	DATA_TYPE_MINOR
	23
	0x01
	Rapid deceleration

	
	Event ID
	24
	0x06
	Deceleration Threshold Exceeded

	
	GPS DATA
	25-40
	
	See GPS data definition

	
	Battery Voltage
	41
	0x84
	True value=Data[41]/10, it means Voltage = 0x84/10 = 13.2V

	
	Maximum Deceleration
	42-43
	
	Unit: cm/s2

True value= Data[42]*0x100+Data[43];

	
	Start Speed of OBD
	44-45
	
	Unit: MPH, True value=(Data[44]*0x100+Data[45])/100; 

When Data[44]*0x100+Data[45] is 0xFFFFit is .

	
	Decel Duration
	46-49
	
	Unit: ms

True value= Data[46]*0x1000000+Data[47]*0x10000+Data[48]*0x100+Data[49];

	
	Start Speed of GPS
	50-51
	
	Unit: MPH

True value= (Data[50]*0x100+Data[51])/10

	Checkout
	52
	0xAB
	XOR checksum starts from frame number.

	Frame end
	53-54
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


3. Vehicle Data

Some basic vehicle data refers to data information of the vehicle, such as the VIN number, vehicle data streaming.

Vehicle data（DATA_TYPE_MINOR）definition as follows:

	Number of Vehicle data DATA_TYPE_MINOR
	Description 

	0x00
	VIN code

	0x01
	Data stream


3.1 VIN Code

VIN code is a unique identifier of the vehicle, is of great significance, the device is powered, when the vehicle communications vehicle VIN code will be read, if read will be reported to the server.

Reported VIN code MSG_TYPE_PUBLISH frame: Device -> server, the server response COMM_MSG_TYPE_PUBACK frame
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0015
	Valid data length is 21 bytes

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0x03
	Vehicle data

	
	DATA_TYPE_MINOR
	23
	0x00
	VIN code

	
	EVENT ID
	24
	0x01
	Time Message

	
	GPS DATA
	25-40
	
	See GPS data definition

	
	Battery Voltage
	41
	0x84
	True value=reported value/10, it means Voltage = 0x84/10 = 13.2V

	
	OBD protocol
	42
	0x08
	See OBD protocol definition

	
	VIN code length
	43
	0x11
	In general, the number of VIN is 17bytes

	
	VIN VALUE
	44-60
	
	Such as “LV098900SDER78988”

	Checkout
	61
	0xAB
	XOR checksum starts from frame number.

	Frame end
	62-63
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


3.2 Vehicle data stream

The current number of reported vehicle OBD data stream in the car when the vehicle ignition is on.

reported OBD data stream MSG_TYPE_PUBLISH frame: device-->server, Server response COMM_MSG_TYPE_PUBACK frame.
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	The length of the valid data depend on the specific length

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0x03
	Vehicle data

	
	DATA_TYPE_MINOR
	23
	0x01
	Vehicle data stream

	
	Event ID
	24
	0x01
	Time Message

	
	GPS DATA
	25-40
	
	See GPS data definition

	
	Battery Voltage
	41
	0x84
	True value=Data[41]/10,it means Voltage = 0x84/10 = 13.2V

	
	Rotating speed
	42-43
	0x0400
	True value=Data[42]*0x100+Data[43];

Current rotating speed is 1000 rpm

	
	Vehicle speed
	44-45
	0x50
	Unit: MPH, True value=(Data[44]*0x100+Data[45])/100; 

	
	Coolant temperature
	46
	0x78
	Unit:℃

True value=Data[46]-40;

	Checkout
	47
	0xAB
	XOR checksum starts from frame number.

	Frame end
	48-49
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


4. Equipment Active Request

Request type different reported types , request type return data generally with valid data portion.

Common format of device request frame.

Device request MSG_TYPE_PUBLISH generic frame：device-->> server
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	14
	0x03
	PUBLISH type

	Data length
	15-16
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame


	DATA_TYPE_MAJOR
	17
	0xF0
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	18
	0x01
	See DEVICE_REQ_TYPE definition

	
	Other data
	19-N
	
	Other data, depending on specific case



	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Server responds to device requests MSG_TYPE_PUBACK generic frame: Server - >> device

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	type number of the server returns the requested device 
	23
	0x01
	Consistent with responsive MSG_TYPE_PINGREQ

	
	Other data
	24-N
	
	Other data, depending on specific case

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


DEVICE_REQ_TYPE definition:

	Number of DEVICE_REQ_TYPE
	Description 

	0x00
	Request server time synchronization 

	0x01
	Request file data, using when firmware upgrades

	0x02
	Request Agps data

	0x03
	Upgrade file information checkout

	0x03-0x7F
	Reserved 


4.1 Synchronization Time

  When the device is first powered on, need to synchronize the server's system time to the current time, the equipment is a prerequisite for the device to work, the time synchronization occurs at the beginning of the device is powered and run for a certain period of time error compensation system, the system requests a time synchronization .

Device requests time synchronization MSG_TYPE_PUBLISH frame: device ->> server 

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0002
	Valid data length is 2 bytes

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	23
	0x00
	Request time synchronization

	Checkout
	24
	0xAB
	XOR checksum starts from frame number.

	Frame end
	25-26
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Server response time synchronization device requests MSG_TYPE_PUBACK frame: Server - >> device

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBLISH type

	Data length
	20-21
	0x0006
	Valid data length is 6 bytes

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	Type number of the server returns the requested device 
	23
	0x00
	Consistent with responsive MSG_TYPE_PINGREQ

	
	Current Server Time
	24-27
	0x564EB453
	The current timestamp of the server, is the system time of the device

	Checkout
	28
	0xAB
	XOR checksum starts from frame number.

	Frame end
	29-30
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


4.2 Request File Data

The device supports remote upgrades, equipment upgrades need to first file from the server to request data frame format to the device and stored.
Device request file data MSG_TYPE_PUBLISH frame: device - >>server 

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0028
	Valid data length is 40 bytes

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	23
	0x01
	File request

	
	File name 
	24-55
	
	File name , e.g: Xtool_V1_4_Crc_12345678.bin

	
	File starting position
	56-59
	0x00000000
	From the position 0x00000000 of the file

	
	Request Byte length
	60-61
	0x0400
	Requested number of bytes is 1024 bytes, the maximum does not exceed 1024 bytes

	Checkout
	62
	0Xab
	XOR checksum starts from frame number.

	Frame end
	63-64
	0Xaaaa
	Frame end, 0xAAAA fixed character, 2 bytes.


Device requests file data MSG_TYPE_PUBACK frame: device - >>server 

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	type number of the server returns the requested device 
	23
	0x01
	File request

	
	File starting position
	24-55
	0x00000000
	From the position 0x00000000 of the file, it is consistent with the request 

	
	data section


	56-N
	
	The data portion of the file

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


4.3 Upgrade file verification

Device requests file data MSG_TYPE_PUBLISH frame: device - >>server 

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame


	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	23
	0x03
	Verification of the upgrade file, upgrade the server to ask whether there is a valid upgrade data files.

	
	File name
	24-55
	
	File name, e.g: Xtool_V1_4_Crc_12345678.bin

	Checkout
	56
	0xAB
	XOR checksum starts from frame number.

	Frame end
	57-58
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Device data file server responds to the request MSG_TYPE_PUBACK frame：server-->>device

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF0
	Equipment requested data, fixed value

	
	type number of the server returns the requested device 
	23
	0x03
	Upgrade file verification server returns.

	
	File name
	24-55
	
	File name, the server returned to inform the terminal upgrade files have changed,, If not, then all are 0, such as: Xtool_V1_4_Crc_12345678.bin

	
	File total length
	56-59
	0x0001E242
	File size, length in bytes. Such as the total file size of 123,458 bytes, 0 means this upgrade file is invalid

	Checkout
	60
	0xAB
	XOR checksum starts from frame number.

	Frame end
	61-62
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


5. Active Server Request

Server request MSG_TYPE_PUBLISH generic frame：server--->>>device

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	SERVER_REQ_TYPE
	23
	0x01
	See detailed definition

	
	Other data
	24-N
	
	Other data, depending on specific case



	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Device returns MSG_TYPE_PUBACK generic frame: device--- >>>server

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length is 1 byte

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	type number of the server returns the requested device
	23
	0x01
	Consistent with responsive  MSG_TYPE_PINGREQ 

	
	Other data
	24-N
	
	Other data, depending on specific case



	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


SERVER_REQ_TYPE definition：

	Number of SERVER_REQ_TYPE
	Description 

	0x00
	Request equipment upgrades

	0x01
	Vehicle examination

	0x02
	Setting parameters

	0x03
	Query parameters

	0x04
	Query log data

	0x05
	Transparent transmission of data frames

	Ox06
	Set vehicle information

	0x07-0x7D
	Reserved 

	0x7E
	Device reboot

	0x7F
	No specific meaning, only for the server holding the session 


5.1 Equipment Upgrades

When the server has new upgrade file, it issued a request for equipment upgrades command, the device receives the upgrade request, you need to reply to confirm the frame, and then choose the upgrade file a request to the server.
Server requests to upgrade equipment MSG_TYPE_PUBLISH frame: server--->>>device

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x004A
	Valid data length is 74 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	23
	0x00
	Request to Upgrade

	
	Upgrade Server Address
	24-55
	
	Server address:

E.g: WWW. .com, 123.103.11.25, etc, the domain name or IP total length of no more than 32 bytes, less than 32 bytes partially filled with 0x00.
It indicates that the request submitted to the upgrade file from the address when the address is 0.

	
	Upgrading server port number
	56-63
	
	The port number:

Port number to a letter, such as 12828, last filled with 0 .

	
	File name
	64-95
	
	File name:

Fixed format: xx_Vxx_xx_Crc_xxxxxxx.bin, where red font as fixed format, xx part of the variable part, such as Xtool_V2_11_Crc_981234CD.bin, the total length of the file name is not more than 32 bytes, less than 32 bytes partially filled with 0x00.

	Checkout
	96
	0xAB
	XOR checksum starts from frame number.

	Frame end
	97-98
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Device responds to device requests data file upgrade MSG_TYPE_PUBACK frame：device--->>>server
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBACK type

	Data length
	20-21
	0x0002
	Valid data length is 2 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	type number of the server returns the requested device
	23
	0x00
	Upgrade the server's response request

	
	current state

	24
	
	0x00- take immediate upgrade

0x01- is traveling, later upgraded

0x02- data completely unreported wait for the upgrade

0x03- not valid data length

0x04-Crc 0, invalid

0x05- upgraded version consistent with the current version of the branch, can not be upgraded

	Checkout
	25
	0xAB
	XOR checksum starts from frame number.

	Frame end
	26-27
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


5.2 Setting Parameters

There are three types of parameter settings:

Permanent. After setting has been permanently preserved, not lost after a power failure.

Not recorded. After setting has been effective, but not record, lost after power failure。

Limit type, such as reporting when GPS data is required when a 3-minute frequently reported. 

Based on the case of several types of setting parameters, the parameter number is defined as follows:

	Byte Order
	00
	01
	02-03

	Bit Order
	7~4
	3~0
	7~0
	

	Description
	Parameter Settings Type:

Permanent 0x0-

0x1- not recorded

0x2- limit type

0x3-0xE - Reserved

oxF restore default
	Number of unique identifiers:

0x001-0xF00 can represent 3839 logo.

Expressed as 0x001 sudden acceleration threshold

0x002 represents rapid acceleration threshold etc.
	Time value:

Effective when the parameter type is set when the limit type.

0x0000-0xFFFF, can be set to 65535 s, about 1092 hours.


Parameter List

	Parameter List
	Parameter Number
	Value Length
	Default value
	Description

	Restore the default value
	0xF0000000
	2
	0xFFFF
	Using when restore Defaults

	Timed Message Interval
	0x000A0000
	1
	15
	Unit: seconds

	Heartbeat Message Interval
	0x000B0000
	1
	30
	Unit: seconds

	Wake Up Tremble Value
	0x00070000
	1
	0x04
	Value: 0 to 7

	Accel Min Threshold
	0x00100000
	2
	120
	Unit: milli-g

	Accel Max Threshold
	0x000C0000
	2
	120
	Unit: milli-g

	Accel Duration
	0x000D0000
	2
	0
	Unit: milliseconds

	Decel Min Threshold
	0x00110000
	2
	120
	Unit: milli-g

	Decel Max Threshold
	0x000E0000
	2
	120
	Unit: milli-g

	Decel Duration
	0x000F0000
	2
	0
	Unit: milliseconds

	Gps reporting modes 
	0x01000000
	1
	0x00
	0x00- normal mode

0x01- user mode

	Change reported address and port
	0x02000000
	40
	None
	32-byte address+8-bit port


Server requests vehicle examination MSG_TYPE_PUBLISH frame：

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length depends on the actual length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	23
	0x02
	Setting parameters

	
	Settings list
	24-N
	
	The general format is set: Set number + set value, when compared to if multiple settings (setting number + setting value) + (setting number + setting value) + (setting number + setting value) + ......

Such as memory and hard acceleration threshold set to 1.8g / s ^ 2, it should be set to 0001000012
Such as memory and hard acceleration threshold set to 1.8g / s ^ 2, Gps user mode reported five minutes, you should set 00010000120100012C01

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Vehicle device responds to request examine equipment MSG_TYPE_PUBACK frame:

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBACK type

	Data length
	20-21
	0x0003
	Valid data length is 3 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	Type number of the server returns the requested device 
	23
	0x02
	Setting parameters

	
	Setting Results
	24
	0x01
	0x00- setup failed

0x01- successfully set

	Checkout
	25
	0xAB
	XOR checksum starts from frame number.

	Frame end
	26-27
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


5.3 Query Parameters

Parameter query means check the set values when device-related parameters exists

Server setup parameters MSG_TYPE_PUBLISH frame:
	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0001
	Valid data length depends on the actual length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data,  fixed value

	
	DEVICE_REQ_TYPE
	23
	0x03
	Setting parameters

	
	Parameter List
	24-N
	
	Parameter list format: Parameter Number Parameter number + ...... +

This number does not include the time parameter field.

Such as rapid acceleration threshold inquiry, emergency deceleration threshold, then the argument list is 00010002, each parameter consists of 2 bytes, valid bits 12 after every two bytes.

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Device response parameter settings MSG_TYPE_PUBACK frame:

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBACK type

	Data length
	20-21
	0x0001
	Valid data length depends on the actual length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data,  fixed value

	
	Type number of the server returns the requested device 
	23
	0x03
	Setting parameters

	
	Query result
	24-N
	
	Query results are returned in the format of the value set number + :( setting value) + (setting number + setting value) + ......

This number of parameter does not include the time 

Field. Such as the return value of the rapid acceleration threshold is 1.5g / s ^ 2, rapid deceleration threshold is 1.8g / s ^ 2, shall be expressed as: 00010F000212

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


5.4 Query Log Records

Log records will record apparatus recent log data, such as you can check when it does not sleep.

Server requests medical vehicle MSG_TYPE_PUBLISH frame：

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x03
	PUBLISH type

	Data length
	20-21
	0x0003
	Valid data length is 3 bytes

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	DEVICE_REQ_TYPE
	23
	0x04
	Query log log

	
	Log list
	24
	0x00
	0x00- current full log

0xxx- a specific portion of the log

	Checkout
	25
	0xAB
	XOR checksum starts from frame number.

	Frame end
	26-27
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Vehicle device responds to request medical equipment MSG_TYPE_PUBACK frame：

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x04
	PUBACK type

	Data length
	20-21
	0x0001
	The length of the valid data depend on the specific length

	Valid data of Data frame
	DATA_TYPE_MAJOR
	22
	0xF1
	Equipment requested data, fixed value

	
	type number of the server returns the requested device 
	23
	0x04
	Setting parameters

	
	Log data
	24-N
	
	The current log data, depending on the specific

	Checkout
	N+1
	0xAB
	XOR checksum starts from frame number.

	Frame end
	N+2-N+3
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


IV. Keep The Session
Purpose of MSG_TYPE_PING frame is a notification device or server-side session remained server queries whether the device is online.
1. Equipment Requests to Keep the Session/Heartbeat Event

Holding device requests a session MSG_TYPE_PINGREQ frame:

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-03
	0x0003
	The frame number is the received frame number

	Terminal number
	04-18
	
	See the definition of the terminal number

	Frame type
	19
	0x0C
	PINGREQ type

	Data length
	20-21
	0x0000
	Valid data length is 2 byte

	Valid data
	Event ID
	22
	0x02
	Heartbeat Message

	
	GPS DATA
	23-38
	
	See GPS data definition

	
	Battery Voltage
	39
	0x84
	True value=Data[39]/10,it means Voltage = 0x84/10 = 13.2V

	Checkout
	40
	0xAB
	XOR checksum starts from frame number.

	Frame end
	41-42
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.


Server Response session with a device to keep the request MSG_TYPE_PINGRESP frame:

	Field 
	Byte Order
	Example
	Description

	Frame head
	00-01
	0x5555
	Frame head, 0x5555 fixed character, 2 bytes.

	Frame number
	02-08
	0x0003
	The frame number is the received frame number

	Terminal number
	04-13
	
	See the definition of the terminal number

	Frame type
	14
	0x0D
	PINGRESP type

	Data length
	15-16
	0x0000
	Valid data length is 1 byte

	Checkout
	17
	0xAB
	XOR checksum starts from frame number.

	Frame end
	18-19
	0xAAAA
	Frame end, 0xAAAA fixed character, 2 bytes.



